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(51) DETECTION OF BIT SYNCHRONIZATION 
(11) (il-2fi(»7:W (A) (43) 18.11.1986 (19) JP 

CH) Appi. No. 60-102462 (22) 14.5,1985 
(71) KOMATSU LTD (72) YOSHIO ASAYAMA(2) 
(51) Int. CI 4 . H04L7/06,H04L7/04 



PURPOSE: To prevent mis-recognition of data by setting a synchronous bit while 
a different bit width is given from other data and measuring the bit width 
so as to detect the bit thereby preventing the deviation of synchronization 
at error restoration. 

CONSTITUTION: One frame of a data signal 10 consists of a synchronous bit 
(start bit) 11 of an L level set by 1.5-bit, a one-bit H level open bit 12, a data 
bit 13 comprising a pescribed bit number and a 1-bit H level stop bit 14. Thus, 
the bit number of the synchronous bt and the bit number of the data bit are 
distinguished, the synchronization deviation of error restoration is provented 
to prevent mis-recognition of data thereby reducing the restoration time and 
improving the transmission efficiency. 
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a: 1 frame 



(54) TIME DIVISION MULTIPLEX ACCESS CIPHERING COMMUNICATION 
SYSTEM 

(11) 61-260735 (A) (43) 18.11.1986 (19) JP 

(21) AppL No. 60-102017 (22) 14.5.1985 
(71) FUJITSU LTD (72) AKIRA KAWASAKI(2) 
(51) Int. CI 4 . H04L9/02,H04J3/00 

PURPOSE: To reduce the quantity of information relating to the ciphering key 
in use by allowing a sender station to use a change in a synchronous word 
so as to inform the kind of the ciphering key and the revision period to a 
reception station. 

CONSTITUTION: A sending data DS is ciphered by a ciphering section 3, a pre- 
scribed word in synchronous words UW prepared by a synchronous word generat- 
ing section 5, a data burst is combined and the result is sent via a modulation 
section 8 and a transmission/reception device 9. When the sending station revises 
the ciphering key in use at preset into the next ciphering key, the kind of the 
synchronous words UW is changed for a predetermined number of times and 
then sent. On the other hand, when a synchronous word detection section 12 
of the reception station recognizes the change of- the transmited synchronous 
word UW, it is informed to a cihpering key generating section 4 and a decoding 
section 13. When the number of times of changes reaches a predetermined 
number of times, a ciphering key generating section 4 revises the ciphering 
key in use so far into the next ciphering key and sends the result to a ciphering 
section 3 and a decoding section 13. 
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1: ground line connection interface, 
section. 6: synchronous control section. 



control section, 
section 



10: demodulation section. 



2: burst combining 
7: time slot assigning 
11: burst decomposing 



(54) SYSTEM OF FORMING GROUP CIPHRING KEY 

(11) 61-260736 (A) (43) 18.11.1986 (19) JP 

(21) Appl. No. 60-102027 (22) 14.5.1985 

(71) FUJITSU LTD (72) AKIRA KAWASAKI(2) 

(51) Int. CI 4 . H04L9/02 



PURPOSE: To simplify the ciphering communication in a group by providing 
a group mode in addition to a normal mode and generating a common variable 
to the group when the group mode is set thereby forming a ciphering key in 
common to the group. 

CONSTITUTION: A mode setting section 8 as a means setting the group mode 
in addition to the normal mode is provided and when the group mode is set, 
an identification number input section 9 and a collation section 10 are provided 
as a means generating a common variable to the group. Since a ciphering device 
set to the group mode generates a common variable, a common base key is 
formed with an optional ciphering device in the group, the forming and manage- 
ment of the ciphering key are simplified while the 2-layer management system 
is applied to facilitate the ciphering communication in the group. 



l: power supply section. 3: power supply detection sect inn. 
4: key generating section. f>: ciphering key opera ting action, 
tf: key input section. 7: ciphering processing section. ,S: 
mode setting section 
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